
 1 

    NEW STEPPING STONES PLAYGROUP 
  SAFEGUARDING -  ONLINE SAFETY & ACCEPTABLE USE POLICY 
 
 
POLICY STATEMENT 
At New Stepping Stones Playgroup (NSSP) we use technology to support children’s learning. This policy 
outlines the responsibilities of staff, parents/carers and visitors to ensure we use technology in an 
appropriate and responsible way to maintain the safety of everyone in our community and to safeguard our 
children against potentially harmful or extremist online material. 
 
SCOPE OF POLICY 
This policy forms part of our Safeguarding and is linked to our Data Protection policies. It applies to all staff, 
children, parents, carers, visitors and contractors accessing the Internet or using any information and 
communication technological devices on the premises, together with the general use of all Social Media and 
networking sites. It also applies to staff provided with setting issued devices for off-site use for which all staff 
sign an additional agreement covering the use of our electronic journal Learning Book (LB) and associated 
administration system.  
The aim of our Online Safety Policy is to: 

▪ Raise awareness amongst staff, parents and carers of the potential risks associated with online 
technologies, whilst also highlighting the many learning and social benefits. 

▪ Maintain a safe and secure online environment for all children in our care. 
▪ Provide safeguarding procedures for acceptable use to guide all users in their use of information and 

communication technology. 
▪ Ensure all adults coming into contact with children are clear about what constitutes misuse of any 

technologies both within and beyond the setting, and the process for dealing with any breaches. 
 
 
HOW WE USE TECHNOLOGY AT NEW STEPPING STONES 
We recognise that children, families and professionals have access to a wide variety of technologies including 
computers, tablets, cameras, mobile phones and other portable devices, and that through the Internet access 
is available to a wide variety of websites. 
 
Use of the Internet 

▪ At NSSP children do not have access to the Internet when using the children’s desktop. The desktop 
contains age appropriate educational games that are pre loaded and that children can access safely.  

▪ For teaching purposes staff may access the internet on devices such as laptops and tablets but do so 
under strict guidance that the content must be first checked to ensure it is age appropriate and safe, 
and that children are supervised at all times and must not operate these devices themselves.  

▪ Online searching and installing/downloading of any new programs and applications is restricted to 
authorised staff only. Children are not able to search or install anything on any setting devices. 

▪ All staff have a shared responsibility as part of our duty of care, to model safe practice when using 
technology with children and to supervise children when the internet is used to ensure appropriate 
and safe use, and to promptly respond and report to the setting Designated Safeguarding Lead (DSL) 
any breaches of policy or areas of concern. 

 
Child Observations and Electronic Journals 
In the setting we use tablet technology to record a child’s development and support our assessments. 
Photographs, videos and audio recordings are shared with parents through their child’s electronic journal 
called Learning Book. This is a secure online system that stores images, text and assessment information for 
each child.  
 
To ensure a strong level of security passwords are computer generated, stored securely and issued by the 
authorised member of staff.  

▪ Parental access to their child’s learning journal is via a computer generated personal password issued 
by the authorised member of staff responsible for the management of the administration system. 

▪ The LB administration system is password protected and can only be accessed by authorised staff. 
▪ Secure encrypted tablet devices are issued to staff who are authorised to use them off-site where 

necessary to upload observations to the admin system.  
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▪ The tablets are password protected and cannot access any other websites or programmes other than 
the LB admin system. 

▪ The content of observations on the system is monitored by the setting and by LB administration 
systems. 

▪ The content of the electronic learning journal is deleted when the child leaves the setting. 
▪ All staff sign an additional agreement covering the use of our electronic journal and associated 

administration system. 
▪ Only technology owned by the setting will be used on the premises and on setting visits or outings. 

Staff taking photographs or recordings with technology not owned by the setting is specifically not 
allowed.  

▪ In the case of an outing only setting owned devices can be used to take photographs/recordings. 
 
Mobile Technologies Including Mobile Phones and Wearable Device 
▪ Personal mobile phones and other electronic recording devices must not be used in the setting 

including the play garden, or entrance area of the building by staff, parents, carers or visitors. 
▪ Parents/carers are informed during induction that they are not permitted to use any devices whilst 

on the premises. 
▪ Parents remaining on site whilst initially settling their children on their first or subsequent days will 

be asked to store their electronic devices securely in the office. 
▪ Mobile phones must never be used by anyone on the premises to take photographs whilst children 

are in attendance. 
▪ There may be special occasions where parents are permitted to take photographs or recordings of 

their child, for example drama productions or outings. Where this is permitted parents will be 
notified in advance and should try to avoid including children other than their own in any 
photographs/recordings taken. To safeguard all children, if another child inadvertently appears in 
photographs/recordings these must not be shared on any Social Media platforms. 

▪ All visitors to the setting including visiting teaching staff are not permitted to use electronic devices 
for recording of children or taking or making phone calls.  

▪ If it is essential to use a mobile phone or other mobile technology when children are in attendance, 
staff, parents/carers and visitors must first obtain authorisation from the manager and must only use 
their device in the office or in the case of parents/carers, can be used outside the front of the 
premises. 

▪ Some external teaching staff may be authorised by the setting to access pre-recorded music via a 
mobile phone. At least one member of the setting staff is always in attendance during these sessions. 

▪ For football activities taking place in an adjacent building, the football coach retains a mobile to use 
for emergencies. Two members of the setting staff are present during all football sessions. 

▪ Parents must not ask for the telephone contact details for staff and staff must not disclose their 
telephone contact details to parents or carers. 

 
Email Management 
The setting has access to a professional email account used for work related business, including 
communication with parents/carers.  The setting manager is responsible for all communications with parents. 
This allows for content to be monitored and protects staff from the risk of allegations, malicious emails or 
inappropriate contact with children and their families. 

▪ All written and electronic communication between staff and parents must be directed through the 
setting email account.  

▪ Staff can use email to contact other staff members and professionals involved in their work.  
▪ In all emails whether to other staff or professionals, children must only be identified by initials and 

not by their full name. 
▪ Staff must not engage in any personal email communication with parents of children in the setting. 
▪ Parents and carers must not ask for any personal email contact details of any member of staff and 

staff must not give their personal email contact details to parents. 
▪ No electronic documents that include children’s names or digital images will be transported out of the 

setting on data storage devices eg. a flash drive, memory stick, etc.  
▪ Staff must not use the setting’s Internet systems or email address for personal use. 
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USE OF SOCIAL MEDIA 
The term social media includes but is not limited to blogs; wikis; social networking sites; forums; bulleting 
boards; online gaming; apps; video/photo sharing sites; chat-rooms and instant messenger. All members of 
our NSSP community are expected to engage in social media in a positive, safe and responsible manner and 
are asked not to publish specific and detailed private thoughts, concerns, pictures, or messages on any social 
media services that may identify a child, parent, staff, visitor or setting. It is important that all staff and 
parents/carers remember that anything posted online can end up in the public domain to be read by anyone 
including children and future employers. We ask all staff and parents to take great care when posting 
information and to be selective in their choice of who can access the material, by applying the highest level of 
privacy settings. 
 
 
Responsibility of Staff Using Social Media 
We are aware that social media plays a significant role in our lives. Personal and professional conduct must be 
considered whilst using these sites. Communication with children by whatever method, must always take 
place with clear and explicit professional boundaries to protect staff’s motives and behaviour being 
misinterpreted and potentially construed as grooming. If there is a pre-existing relationship or situation 
where contact is already established staff must discuss this with the setting manager and DSL so that the 
implications are considered and the appropriate advice provided and action taken. A record of this will be 
made on the staff members file. Except for the above, staff must not: 

▪ Be a ‘friend’ or ‘follow’ a child either whilst at or after leaving our setting. 
▪ Be a ‘friend’ or ‘follow’ a parent on any social media platform. 
▪ Must set the highest privacy settings on their personal social media accounts. 
▪ Must not respond to any ‘friend’ or ‘follow’ requests from children or families either during their time 

at the setting or after they leave. 
▪ Avoid posting any content on social media that may lead to questions about their personal or 

professional conduct. 
▪ Disclose the name of the setting or allow it to be identified by any details including posting photos of 

children, the premises or events with work colleagues. 
▪ Make remarks about the setting, colleagues or setting’s users. 
▪ Misrepresent the setting by posting false or inaccurate statements. 
▪ Must not access personal blogs/social networking sites on work premises or use the setting’s Internet 

systems for their own use.  
▪ Staff must not name, post photographs or write about their experiences or workplace on social 

networking sites or web pages. 
▪ Staff must not login into any social media as another user at any time. 

 
Responsibility of Parents and Carers Using Social Media 
We recognise parents and carers have an essential role to play in enabling children to become safe and 
responsible users of the Internet and associated technologies. We aim to build a partnership with parents and 
carers by providing information and guidance and by drawing their attention to our Online Safety Policy and 
their role in supporting the setting. 

▪ Parents are informed of our Online Safety Policy at induction and are directed to read it on our 
website. 

▪ Parents/carers will be reminded not to use mobile phones  
▪ Parents will be reminded that social media content generated by parents/carers must not cause 

offence to anyone at the setting. 
▪ If parents are notified that they are permitted to take photographs or recordings during special 

occasions (see mobile technologies section above) these should be primarily of their child and if any 
other children are included in the image/recording, these must not be shared on social media 
platforms. Some parents may object to images/recordings of their child being shared and it is 
important to recognise and respect where this is the case. 

▪ Parents are asked to consent to staff taking photos and recordings of their child during their time 
with us, on setting issued devices. 

▪ Parents can withhold their consent to any images from group activities or outings being used for 
publicity purposes. 
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▪ Parents should ensure their child’s information stays secure and that passwords to access their 
child’s electronic journal, or other applications that may contain their child’s details, are kept private 
and not left where they can be accessible to anyone else. 

▪ Parents and carers must not ask for the personal contact details of any member of staff including the 
use of social networking media or ask staff to be ‘friends’ on social networking sites. 

▪ We encourage parents to support our online safety approaches by discussing online safety issues in 
an age appropriate way with their children and reinforce age appropriate and safe online behaviours 
at home. 

▪ Parents are made aware that they can seek help and support from the setting, or other appropriate 
agencies, if they or their child encounter risks or concerns online. 

▪ We encourage parents to contribute to the development of our online safety policies. 
▪ We ask parents to use our systems and other online resources, safely and appropriately. 
▪ We ask parents to take responsibility for their own awareness in relation to the risks and 

opportunities posed by new and emerging technologies and to discuss these with carers employed in 
the care of their child. 

▪ We ask parents to ensure that their devices virus protection is updated regularly. 

 
THE MANAGEMENT OF ONLINE SAFETY AT NSSP 
All families, staff and volunteers have a role to play to keep children safe. 
We remind all in our community of the need to manage your digital reputation, including the appropriateness 
of information and content transmitted and posted both professionally and personally. It is important to 
remember that whatever privacy settings are used, anything posted online can become public and permanent 
and could be misinterpreted and/or used without your knowledge or consent.  
 
Specific responsibilities in our setting are as follows: 

▪ The Manager takes responsibility for ensuring that this policy is reviewed and shared with staff. 
▪ The Designated Safeguarding Lead is responsible for ensuring that staff are trained and kept up to 

date with developments in Safeguarding. 
▪ The DSL is responsible for investigating concerns and breaches, logged by using the safety form and if 

necessary, reported to the Local Children’s Safeguarding Board (LCSB).  
▪ In the case of breaches by staff, failure to adhere to the rules and guidelines in this policy may be 

considered misconduct and can lead to disciplinary or criminal investigations. 
▪ Staff and parents must inform the manager or DSL of any breaches. 
▪ Personal data is managed securely online, in accordance with the statutory requirements of the Data 

Protection and GDPR legislation. 
▪ Setting devices are used securely in line with data protection requirements. 
▪ Access to setting devices is managed and monitored. 
▪ If the setting becomes aware of any misuse of technology or any online abuse from anyone in our 

community involving children, parents or staff we have a duty of care to report this to the relevant 
authorities. 

▪ If any member of our community is concerned about something they see on social media posted by 
parents, staff or anyone else connected with the setting they must immediately report this to the 
Manager or DSL. 

 
 
STAFF & VOLUNTEER TRAINING 
Staff and volunteers are trained and regularly reminded about our code of conduct and issues related to 
Safeguarding linked to technology. Issues and concerns are raised as soon as they arise.  
 
 
 
Policy agreed by the Manager and Parent Committee – June 2019 
Schedule date for review – July 2020 
(Unless required earlier through legislative changes, review of provision, advances in technology or if 
awareness of significant areas of risk are brought to our attention) 
 


